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About This Guide

This guide provides a brief introduction to the Deco app.

Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. Allimages, steps, and descriptions
in this guide are only examples and may not reflect your actual Deco experience.

Conventions

In this guide, the following conventions are used:

Underline Hyperlinks are in teal and underlined. You can click to redirect to a website or a specific section.
Teal Key information appears in teal, including management page text such as menus, items,
buttons and so on.
A Note: Ignoring this type of note might result in a malfunction or damage to the device.
o Tips: Indicates important information that helps you make better use of your device.

loT Compatibility Disclaimer

loT compatibility refers only to smart devices that can be controlled via the Deco app. Other wireless devices can still connect to Deco for normal Wi-Fi
use.

Seamless Roaming Disclaimer

Clients need to support 802.1 1k/v/r and may require additional set up. Performance may vary depending on the client device.

HomeShield Disclaimer

HomeShield includes the Free Basic Plan. Fees apply for the Pro Plan. Visit https.//www.tp-link.com/homeshield/ for more information.




Introduction to Deco App

TP-Link Deco app is the perfect way to set up your Deco mesh Wi-Fi in minutes and control your whole-home network. You can monitor your home
Wi-Fi from anywhere, and make changes right from the palm of your hand.

Your network at-a-glance Safeguard your network Maintain healthy digital habits More features within reach
Easily access what you use most Power up your protection against Easily control your kids' online Test the in-development features
in the reorganized dashboard. intrusions and attacks, stay time and content. Receive intuitive at the Deco Lab, receive intuitive
View the network topology and updated on security details, and charts and detailed statistics network reports, set up networks
status, manage clients, and more. get network recommendations. concerning your kids' online usage.  for dedicated needs, and more.
319 wE 17:47 ES 312 wE -
= & + = + =
Deco Parental Controls More
= Change Network ' @, Search for a feature
= o Son
) | [ o =3 i 1 device onling
™ Block D Adjust
@ Everything looks good. Malicious Content . .
A 494 pieces h37 QoS
- 102Kbps 78 Kbps I " "
O i /] Etms'on Frenatal A 1111 0 [ ——— Z WikFi Settings
Living nu'un: B‘“";‘;; & DO6S Prevention | | & Guest Network
o Miines i R RS AR AT B wes
Rl ) Threats Blocked 2% Internet Connection
1 33
£ 1-Onine Clonts = 9010910'6? -—s Offfine @ Metwork Optimization
™ Block D Adjust ‘:‘, Advanced
Smart Home Blocked access to a Malware website
=-_:f. I hen .=I'I from the Decs v 8 Om usedsn om & Connection Alerts
& L—J UNKNOWN-DEVICE = H1

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 3



First let's start by setting up the Deco network. Get the TP-Link Deco app for iOS or Android, then follow the app to walk through the setup.

Download and install the Deco app from Open the app and log in with your TP-Link ID. If Search for and select your Deco model. If
Google Play or App Store, or by scanning the you don't have a TP-Link ID, create one first. you have more than one Deco model, tap the
QR code below. @ Tip: If you forgot your login password, tap _ guestion below the search box to check how
The app will help you reset your password. to maximize the overall network.
09:51 - 10:68 gl T .
b4 x Select Your Deco

Welcome to Deco

Have more than one Deco model?

BE Series

BEBS

GETITON
» Google Play

BEES

# Download on the BESS
« App Store

M Series

M3Mm4
M5MS Plus

M1300

5 Series
\‘1’- -

S4/57

i ¥ Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



4. Plug in your devices 5. Wait until your Deco is ready for setup 6. Specify your Deco's location

Power off your modem, connect your Deco to Wait until your Deco's LED pulses blue, Select or custom a location for your Deco.
the modem, then power them both on. indicating that your Deco is ready for setup. The location will be used as the name of your
Deco.

If you don't have a modem, connect your
Deco directly to the Ethernet outlet.

12:36 Fa 10:40 T -, 12:38 Fa
< < X
Plug in your devices Wait until Deco's LED pulses blue Where have you placed
Connect your moder's LAN port to L. gfeliadsv:fﬂ:i\:: Deco is starting up, this Deco?

either Ethernet port on Deco and power

them both on. ® Pulsing Blue: Deco is ready for setup.

Why Is my LED not pulsing bhue? Bedroom
Hallway
Kitchen

+/  Living Room

Main Bedroom
Office

Study

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 5



7. Connect your Deco to the internet

Select the internet connection type and enter
the information. If you are not sure, contact
your internet service provider.

12:38 F

X

Connect your Deco to
the internet

8. Create your Wi-Fi network

Set a network name and a password. These
will be the name and password you use to
connect your devices to Wi-Fi.

12:39 F

X

Create your Wi-Fi Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

9. Connect to your Wi-Fi network

Connect your smartphone/tablet to the
Deco's Wi-Fi.

10:45 T -
X

Connect to your Deco Wi-Fi

Connect your phoneftablet to the Deco's Wi-Fi to
continue the setup.




10. Setup complete

Your Deco network is now up. You can connect
your devices to the Deco network.

10:45 T .

Your Deco network is now up
This Deco is ready to use, Please connect all

devices to the Deco network for better
connections.

11. Add more Decos

Plug in the other included Decos, and they
will automatically join the network within 2
minutes.

10:45 T .

Add more Decos

Plug in the other included Deco units, and these
Deco units will be automatically added to the
network within 2 minutes,

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



After setting up your Deco network, you can easily access what you use most in the reorganized dashboard. Create a new network, switch between
networks, view the network topology and status, manage clients, and more.



Create a New Network

In the Deco app, you can create different Deco networks with your TP-Link ID and manage them conveniently from the Deco app with one account. You
can also help family or friends manage their networks with your Deco app. Two methods are provided as below to create a new network.

Method 1. via the home page

1. On the home page, tap + and 2. Search for and select your Deco
select Create a Network. model. Follow app instructions
to create the network.

10:68 ull ¥ . 10:68 ol F -

X Select Your Deco

4 Search for Deco mode|

Deco WiFi ;. peco unt

Create a Networ Have more than one Deco model?

Replace Main Deco = [

’ BE Series
~ Share This Network BEBS
o Everything luuns yuuu,
BE&S
126 Kbps 73 Kbps
BES5
-y T e
§ - M Series
Living Room Ragiom
M3mM4
Online Clients (1) M5ME Plus
£ ] Online Clients M1300
5 Series
Smart Home
54/57
o
& X Serieg

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 9



Method 2. via the side menu

1. Tap = to open the side menu. 2. Tap +. 3. Tap Create New Network. 4, Search for and select your Deco

model. Follow app instructions
to create the network.

10:68 o - 10:58 10:58 T - 10:58 o -
H + (4 > Select Your Deco
Deco WiFi 1.7 Your Network @ Search for Deco model
= Cikone Netieh D4G Have more than one Deco model?

BE Series
Deco WiFi 1.7 -
@ Everything looks good. Ownar -
BE&S
. 1 26 Kbps 73 Kbps -
) HomeShield Pro
BES5
:=" hod = o =
o ﬂ ¢ Link Account
] L5, M Series
Living Room Badon.
) Support Center - i
Online Clients (1) 'F:} App Settings K g
&5 1 Online Clients i
§ Series
Smart Home
-
yeIur smart e 54/57
LY. fr ' a
o
=z K Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 10



Switch Between Deco Networks

If you have created multiple Deco networks with your TP-Link ID, you can switch between them conveniently.

Method 1. via the home page

1. On the home page, tap 2. Select a network to switch to.
Change Network.
i T - 11:36 wl T
= 8 + = 85 +
Deco WV\ Select a Network

Deco WiFi 1.7 v

. e G
WI-Fl Settings Guest Network 88
D4G

@ Everything looks good.

Deco
- 126 Kbps 73 Kbps 'y |

Deco
o O T - Deco

= 1

(1] o)

Living Room g

Online Clients (1)

£ 1 Online Clients

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Method 2. via the side menu

1. Tap = to open the side menu. 2. Tap +. 3. Select a network to switch to.

10:68 T -
<
Deco WiFi 1.7 Your Network
= Change Netwark
: ECE D4G
2 oy itp-link.com 1522
View Account
Deco
Deco WiFi 1.7 2.
@ Everything looks good. Owmiar
- 126 Kbps 73 Kbps = Deco
) HomeShield Pro R R
> — -
S i . 8 7 Link Account Deco
Living Room Bedeom .
% Suppart Center
= DecoWIFi17 Concl -
Online Clients (1) 1} App Settings - -

+ Create New Network

&5 1 Online Clients

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Monitor Your Deco Network

After setting up your Deco network, you can easily monitor your whole-home network. Check the network status and speeds, reboot network, change
the network owner and main Deco, delete the network, and more.

1. On the home page, tap the 2. Check the network status, 3. Tap B to manage the network.
Network module. speeds, and topology.
1058 ol T -
= B < :
Deco WiFi1.7 © Everything looks good, o Everything looks good.

03 1 chient

= Change Netwark

126 b

@ Everything looks good.

- 126 Kbps 73 Kbps

e ¢

Living Room

Living Raom

Online Clients (1) |
Reboot Network l

5 1 Online Clients :
@1 Set Main Deco i

Change Network Owner
Smart Home

” Delete Network

Cancel

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 13



Manage Your Decos

You can easily manage the Decos in your network. View Deco connections, check the clients of each Deco, edit the Deco's name, and reboot or
remove a Deco.

1. On the home page, tap the 2. Tap a Deco to view device 3. Tap M to reboot or remove the Deco.
Network module. details.
10:68 T -

<
- Living Room il

= & + <

Deco WiFi 1.7 @ Everything looks good.
03 1 chient

= Change Metwork

73 Khps

Uplgad

o Everything looks good. i
= = - phone = 5
126 kpps 73 kops W i qv _b —% iE D M e ST
Living Raom Bedraony
:’U} b -
Living Room Baam

Online Clients (1)

&5 1 Online Clients

Reboot
Remove
Smart Home
o - Support
o
" Firmware Vergion: 1.2.0 Bulld 20230113 Red. 54525 Cancel

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Add More Decos

After creating a Deco network, you can add more Decos to the network to expand the Wi-Fi coverage and manage them easily on your Deco app.

1. On the home page, tap + and 2. Search for and select your
select Add a Deco Unit. Deco model. Follow app
instructions to add the Deco.

10:68 T - 10:68 T -
X Select Your Deco

Q@ Search for Deco made|

Deco WIFI Add a Deco Uni

= Change Network e ate & Network @ Have mare than one Deco model?

]T:; CAHLE

=l eattinag. | Replace Main Deco — I

} BE Series
L
Share This Network g BEBS
o Everything luuns yuuu,
BEBS
126 Kbps 73 Kbps
BES5
St : M Serles
Living Room g
M3Mm4
Online Clients (1) M5ME Plus
5 1 Online Clients M1300
§ Series
Smart Home
; S4/57
o
= X Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Replace Main Deco

You can replace the current main Deco with a new Deco, and your internet configuration and Wi-Fi settings will remain unchanged.
M Note: Make sure that the new Deco supports the operation mode of the current main Deco. Otherwise, the network may be unavailable.

1. On the home page, tap + and 2. Follow instructions to complete the settings.
select Replace Main Deco.

10:68 T - 213 mE - 218 mE -
= x <
Deco WiFi ;.. peco uni Replace Main Deco What you'll need
FrTE Replace the current main Deco with a new Deca, 1. Ensure that the main Deco (usually connected to
ik 5 Create a Network and your internet configuration and Wi-Fi settings the modem) of the current network is working well.

will remain unchanged.

2. Power on the new Deco next to the current main

Replace Main Deco — Deco, and wait until the LED pulses blue.

A i 3. Keep the current main Deco connected to the
Share This Network g internet, and then connect the new Deco to the

o Everything luuns yuuu, LAM port of the current Deco.
Wh Is my LED pet pulsing hlue?
126 Kbps 73 Kbps
d} > e
Ny (c
Living Room Baam
L]
L]
1
T .

Online Clients (1)

&% 1 Online Clients

Smart Home

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Manage Network Clients

You can manage each network client easily. Change the device name, check its connection status, add it to the profile of a family member, enable high

priority and Mesh Technology for it, and block the device.

1. On the home page, tap the
Clients module.

10:58 T - 11:05

2. Tap a client to view device details.

.- 5:00 .
— B + < Clients ) <
s LJ
Deco WiFi 1.7 o
niine Client phone
= Change Network phone = Connected to: Bedroom (5 1
_ |] b7 Kbps T Kby MAC: 7E-EB-E4-92-4C-CC
IP: 192.168.68.51

Jiflira Clients {0}

@ Everything looks good.

126 Kbps 73 Kbps

e O * € Na afffine client

Living Room

Online Clients {1)

&5 1 Online Clients

Smart Home

8 48

12 wwps 14 kbps Strong

Family Member

Connection Preference

High Priority

Mesh Technology

o e

Device |solation

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

3. Configure the device type and
device name.

4:599 ul = .

(4 Device Info

Device Type

Device Name

17



4. Tap Family Member to check the 5. Tap Connection Preference to 6. Enable High Priority for this 7.Enable Mesh Technology for

profile it belongs to. configure the preferred Deco client. this client to turn on seamless
and Wi-Fi band for this client. roaming between Decos for this
device.
4:39 ol = 4:40 ol = 5:00 ull ¥ . 5:00 ull ¥ .
< Family Member < Connection Preference < <
[ phone phone
43 Linked Deco Connected to: Bedroom (5 GHz) Connected to: Bedroom (5 GHz)
MAC: 7E-EB-E4-92-4C-CC MAC: 7E-EB-E4-92-4C-CC
Connection Type 1P 192.168.68.51 1P 192168 68,51
12 wops 14 kbps Strong 12 wops 14 kbps Strong

Auto (Recommended)

Living Room Family Member Family Member
Connection Preference Connection Preference

Bedroom
High Priority ‘:ET-.'-:' High Priority ‘-:T' D
Mesh Technology f’;(. Mesh Technology ﬁ(.

Auto (Recommended)
24 GHz

Device |solation Device |solation
5GHz

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 18



8. Enable Device Isolation to block
this device from communicating
with other devices on the network to
ensure the network security.

4:40 ull F m

< Device Isolation

Device |solation | @)

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

9. Tap Block to prevent this
device from accessing to the
network.

5:00 ull ¥ .

phone
Connected to: Badroom (5 GHz)
MAC: 7E-EB-E4-92-4C-CC
IP: 192.168.68.51

12 kops 14 kbps Strong

Family Member

Connection Preference

High Priority &/

Mesh Technology ){ )

Device |solation

19



Protect Your Network with HomeShield Pro

With HomeShield Pro, you can power up your protection against intrusions and attacks, stay updated on security details, and receive network

recommendations.

1. On the home page, tap Security. Deco will automatically scan your
network and give you feedbacks.

Scanning Your Network...

Router Security

Wireless Security

3 Security Tips:

(@) Scan Details

Upgrade to HomeShield Pro.

Web Protection

Blocks access to
malicious websites to
avoid dangerous links
and personal
information
disclostire.

Free Trial

Intrusion Prevention

Identifies potential
threats and keeps
wour network safte

5 Router Security

Ma risks found

Wireless Security

1 risk found

3 Security Tips for you

% Web Protection

Upgrade to HomeShield Pro for Web
Protection.

Bl
Jan
i

Fres Trial lgnore:

& Intrusion Prevention

Upgrade to HomeShield Pro for Intrusion
Frevention,

2. If risks are detected, tap them to know more. Then upgrade to
HomeShield Pro to optimize them and enhance your network security.

3:09 ol ¥ W

% Web Protection

Upgrade to HomeShield Pro for Web
Protection.

Fres Trial Ignore

@ Intrusion Prevention

Upgrade to HomeShield Pro for Intrusion
Praventian,

Icdentifies patential threats and kesps your natsark
oTy s

Free Trial Ignore

W loT Protection

Upgrade to HomeShield Pro for loT

cks hackers Irom stcessing your 0T devicss

Free Trial lgnare

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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After creating a Deco network, you can add your smart home devices to the network and manage them conveniently on your Deco app.



Add Smart Devices

To set up your Smart Home, let's start by adding smart devices to your Deco network.

1. On the home page, swipe up 2. Tap Get Started. 3. Follow app instructions to add 4. The added devices will be
and tap the Smart module. your devices. displayed in the Smart module.
4:05 Wl 12:10 T m 12:1 Tm 4:05 P
= Deco & + < + < = e &+

[N
Guest Network IR

o = Select Your Device Brand
® Everything looks good. Your Home. One App. ® Everything looks good.
5 22Kbps > szps Add your smart devices and control them i 22,“.,9s ¢ 2Kbps

all from the Deco app. Enjoy the
convenience of a fully connected smar TP-Link Philips Hue
home
» 0." o W 0'_ &0
Living Room R Living Rn'on; Badiouin
QOnline Clients (1) u ¥ QOnline Clents (1)
25 1 Online Clients @) 2 1 Online Clients
‘ i ] %
Smart Home Smart Devices (2)
anirol them il from tie i v &
. o U e2%e O o1%
Get Started .
[ cetsurtea ] o .
L3 &
———————— ———————— ———————— —————

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 22



Quickly Do Tasks with Shortcut

Shortcut lets you execute an action with a simple tap. For example, if you want to power off your living room light at one tap, follow the steps below.

A Note: If you want to create shortcuts for your smart devices, refer to Add Smart Devices to add the them to your Deco network first.

4. Choose the devices you'd like
to control.

1. On the home page, swipe up 2. Tap + and select Add Shortcut. 3. Tap Add Action.

and tap the Smart module.

0t Wl w 13:03 i
N MNew Shortcut [4 Add Action
— e i
smart H Add Smart Device Create a shortcut to-actions you do every day Choose devices you'd like to contro
Add Shortcut A [ies> i
@ Evaryttiing locksgood: See what's /+ Add Action v Lights
Home Cente T
: Add Automation Iy
¢ 22mps 2cips = [ switches/Plugs/Outiets
Smart Actions
- L] Network Devices
E = | B 4 Add Shart...
1 LY
Living Room Bedraom
All Devices
QOnline Clents (1) = e
white lamp
£ 1 Online Clients g roam
Smart Devices (2)
Qe2ne @ =
Light1 Light2
=
A S ————— S —————— S ———————

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



5. Add an action to be executed 6. Name the shortcut and choose Now you can tap to execute the

with a simple tap. an icon for easy identification. action anytime you like.
13:12 RO 13:113 R 1313 Tis
< Add Action Done [4 New Shortcut Done < +
_ Smart Home 1
Action Devices t Bedume

See what's new in our Deco Smart

Heme Center.
On bl : Smart Actions
Off Bedtime Add Short..
All Devices
Duration
g p debug white lamp
-/ . Office
Delay Action

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Automate Your Smart Devices

Automation allows you to set interactions between your devices by adding triggers and actions. For example, when you arrive home or when your
smartphone is connected to the Deco network (which is a trigger), the living room plug automatically turns on (which is an action). Then the kettle

plugged into the living room plug will start to boil water.
A Note: If you want to create shortcuts for your smart devices, refer to Add Smart Devices to add the them to your Deco network first.

1. On the home page, swipe up 2. Tap + and select Add 3. Tap Add Trigger.
and tap the Smart module. Automation.

13:03 F i)

<

* New Automation

Smart H Add Smart Device

Ry Add Shortcut
@ Everything looks good. cSwWharst
Home Cente -, When
Add Automation (A}
¢ 22kpps 2bps - G 2
Smart Actions el
i ) - - Add Short...
S O Then
Living Room Bedraom
All Devices TR e
Online Clients (1) =
white lamp
25 1 Online Clients Laing roam
Smart Devices (2)
U 62%e %
Light1 Light2
.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

ur smart devices to do what you want

[4 Add Trigger

=&l a tngger 1o activale 1his automatio
Time Trigger

0 Time

vice Tripger

\'f Lights

E Switches/Plugs/Outlets

E] Network Devices

4. Set a time or device trigger to
activate this automation.

25



5. Add an action to be executed 6. Name the automation. Now the action will be executed

when triggered. when triggered.
4 Smart Actions -+
< Add Action Done [4 New Automation Done
Shorteuts:  Automation
Action Devices iving room plug Artive home
Arrive home
Set action devices 0 ) m
on v =L History
Off
Duration Always
Devices Wurned an by this trigger will keep or
Delay Action Cff
This action will take place immediately when
baing triggered
O —————— ———————— O ——————

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Parental Controls helps your kids maintain healthy digital habits.

Easily control your kids' online time and content. Receive intuitive charts and detailed statistics concerning your kids' internet usage.



Control Online Time and Content

To set up Parental Controls, let's start by creating profiles for your kids.

1. On the home page, tap 2. Tap Get Started and create a 3. Select the devices belong to 4. A profile will be created for
Parental Controls. profile for your kid. your kid. your kid.
12:19 B 12:19 B
= o X New Profile Ne < SelectDevices  Donel(1) <
Parental Controls o §
= Wil I Tina
Seiect Age e o Edit Profile
O L_J] MyPhone
ased on the =8 G0y 14:10:90-70- 30 L] 1Device
@ D T1P2
Pitzk an Avatar S Filter Content
: D My-iPhone Y Social Networking, Pay to Surf, O
. C4-61-BB-CE-BF-32
g ! @ ﬁ Blocked Websites
[ Unnown
O & ,_\) 6-87-07-8A-30.67
Parental Controls helps you Tollow your gids w \ / ! ws’o 3.
.-.:-\Iu:e]ulr.e dlll‘_| ‘Ih-_‘xihl[\.' contral 1Ir-.eir anlj n—_'J S— - N @ FC-AA-14-55-FE-50 = B\?dtlma
time and content Wealdays & Weaiand
Time Limits
Get Started N
P Offtime
e Delete Profile

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



5. Control your kids' online time and content with the created profile.

@ Tip: You can upgrade to HomeShield Pro for more flexible controls.

* Filter inappropriate content

* Block specific websites

¢ Set "No internet" bedtime

¢ Set online time limits

¢ Set "No internet" offtime

profile from a ing

«/  Adult Content

«  Gambling

Sex Education

+/  Online Communication

~~  Social Networking

" Pay to Surf

Media

~  Download

Games

12:20 Fu
<
Filter Content

Solect whic nt categories to prevent the

12:21
4 Blocked Websites
Websites added here cannot be accessed

+  Add a Website

game.com

12:21

Off

Every Day

Weekdays & Weekends g

Custom Days

deto HomeShield Pro to unlock flexibie

=chedule

£20:00 - © 07:00

L 20:00 - & 07:00

Set Weekdays and We

"l:lpgrade to HomeShield Pro

12:21

4 Time Limits

Set limits 1o how much time your kids spand anling

evary day

off v
Every Day
Weekdays & Weekends

Custom Days

"l:lpgrade to HomeShield Pro

Every Day

Weekdays & Weekends

Custom Days

Upgrade to HomeShield Pro

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Monitor the Internet Usage

With the created profiles, you can view intuitive charts and detailed statistics concerning your kids' internet usage.

1. On the home page, tap 2. Tap a profile to monitor the @Tip: \tfotu Ct?n also go to More > Reports for
. more statistics.
Parental Controls. internet usage.
1717 LT 1717 =
= —+ 4 Sep5-Sep11 v o)
Parental Controls . Son baraital Cortrals | Sart At
- 1 device onling E——
Son ® Block @ Adjust W Gysrvis
e [licsvkeoniie (7 Bo spent the longest time online
M Block D Adjust D w " B Bo used the most internet traffic.
14h 37m Toctty, Sep 17 Online Time Ranking  Time
- @) Online Time i
LR BN T P — 14h 37m S same as previous day N 87 h 28 m
loa
MR o e g e 76h51M
@ 8h48m
33 ™ 2w fil 2P ]
— Offfine 33
il, Top Visited Websites Bizhbsm
™ Block @ Adjust
; config.pinyin.sogou.com Raina
187 times. 191 mins gham
Om usedjsh om
a sslvpn3.scut.edu.cn
= - 187 tmes 187 mins sis fnfinaBakarizs

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



The Owner creates the Deco network and has full authority to manage the network. The Owner can add one or multiple Managers to help manage the
network as permitted.



Add Managers

Add friends and family members to help manage your network. Each manager should have their own TP-Link ID.
N Note: Managers cannot modify the Owner account, add other accounts, or set manager privileges.

1. Go to More > Managers. 2. Tap Add a Manager to add another TP-Link ID account as Manager.
11:00 ol F .- 09:06 T - 09:06 T -
= More 4 Admins @ B £ Admins @ B

4 Search for a feature
L I L

= Wi-Fi Settings : 4 K .can L

22, Guest Network

@ 1aT Network a3 s a3

B wps

RA, . RA,

Internet Connection hotmeil.co ' =

@) Network Optimization tam =0

£ Advanced

B Connection Alerts

& Managers

8 LED Control

@@ System

B
L1

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Set Privileges for Managers

You can authorize Managers to manage specific settings.
M Note: Privileges may vary slightly depending on the model, software version you have, and the current operation mode.

1. Go to More > Managers.

= More

@ Search for a feature
= Wi-Fi Settings
&, Guest Network
@ 10T Network
& wes
£ Internet Connection
@1 Network Optimization

£ Advanced

B Connection Alerts

@ Managers

=

LED Central

§F  System

1:00 ul ¥ .-

09:06
4 Admins
L
Managers
83
10 .of
RA
hoimail com
sam
(Etp-link com
+  Add a Manager
O ——————

2. Tap 8 to specify the privileges for the Managers.

Managers Privileges Done

Authornze WManagers to manage

aperation m

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Change Account Information

You can change your account hame, password, and profile photo.

1. Go to = > your account to edit 2. Tap your account for detailed 3. Change the account
account information. inforamtion. information as needed.

10:58 T - 10:58

Deco WiFi 1.7 \

: i f.=- [ 3 tp-link.com
Wi-FiSettihas = B GuestNetwork | S5 View Account

Deco WiFi 1.7 =3

@ Everything looks good.

- 123 Kbps 73 Kbps
) HomeShield Pro

- > = o oo
&H) | ¢ Link Account

Living Room

% Suppart Center

Online Clients (1) 1} App Settings

&5 1 Online Clients

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Change Network Owner

You can change the current Owner account to another TP-Link ID without resetting the whole Deco network. Follow the steps below.

A Note: Changing the network owner will delete the network from the old Owner, and this Owner will no longer be able to manage this network.

1. On the home page, tap the Network module.
2. Tap M and select Change Network Owner.
3. Follow app instructions to change the Owner account. The old Owner will be unable to manage this network anymore. The new Owner needs to

follow steps in an email sent from TP-Link to log in and manage the network.

10:58 T -
= 8 +
Change Network Owner X [4 Change Network Owner 4
Deco WiFi1.7 _ Everything looks good.
& 1 cilent T
= Change Network
@tp-link.com
1= Show List
@ Everything looks good.
126 ops 73 ops e
dw' L
Living Room Badon.
Online Clients {1)
Reboot Netwark
£5 1 Online Clients :
Set Main Deco
Change Network Owner |
Smart Home i
R 1 ; o Delete Network 0
. S ———————

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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More features are within reach. Test the in-development features at the Deco Lab, receive intuitive network reports, set up networks for dedicated
needs, and more.

@ Tip: You can use the search box on the page to quickly find the features you need.



Test Features at the Deco Lab

Deco Lab is a collection of experimental features like Wi-Fi Assistant. We will keep updating the lab to provide you even better experiences. You can
test the in-development features at the Deco Lab.

1. Go to More > Deco Lab. 2. Check and test the in-development features.
11:00 ol F .- 13:26 + -
= < ) " .
Wi-Fi Assistant
More Deco Lab
€ Search for a feature Deco Lab is a collection of experimental 5 Deco WiFi 1.7
like Wi-Fi Assistant. We will keep updating the lab Rin - Fi ehostics 1o Asiass olir natwork sscuring
to provide you even better experiences/ Stay tuned. and perfarmance
[ I
&
Hi, I'm your Wi-Fi assistant!
Tap me for your Wi-Fi
— diagnostics, speed test, and
Gps more. Public Wi-Fi might not be secure. &
= Wi-Fi Settings
&, Guest Network
@ loT Network
o wes @ =
Detect Camera Scan For Devices
£%  Internet Connection
g @ ip]
(@ Network Optimization Ping Test Public IP Loakup
£F  Advanced -
iz d
MAL Lookup Gpen Port Checker
-n
——— S ———

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Check Network Reports

The Deco app provides intuitive charts and detailed statistics to help you know your home network better.

1. Go to More > Reports. 2. Check the weekly and monthly reports of your network.
11:00 .-
= < Sep5-Sep11 v 63 Sep5-Sep11 v 63
More Weekly Hepert Parental Contrals Smart Action
Q Search fora feature Sep5-Sep11 v T -
€ Overview
oot (R & Boseanettaoresme s
# Bo used the most internet traffic.
e —- 4% Threat Prevention Raina didn't have online activities this waek
® Noithreats detected thiswesk. Online Time Ranking 7111
Bo
- i . N 87 h 28
= Wi-Fi Settings © Network Optimization m § Smart Actions
2 Guest Network & Well done! You've scanned your joa
network this week. IR 76 h51m Shortout Automation
@ T Natwork Networlk Scans Optimizations i 1 time o times
& wes 1 times 0 times ®:5hdsm
£ Internet Cormection 33 Most Used Shortcuts
P Z2h55m
[ connected Devices - 0 times
@ Network Optimization .
Raina :
® Audio & Video (2) OhOm Bediima 1 times
£F  Advanced
@ Network {7)
FamiyTime 0 times
@ Mobile {214)
H O - R
——— S —————— S ————— S —————

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Block/Unblock Specific Devices

You can block undesired devices to prevent them from accessing your network or unblock specific devices.

1. Go to More > Block List. 2. Tap + and choose a method to

3. Tap ©= to unblock a device.
block devices.

11:00 T -

Deco Lab

Block List

= Wi-Fi Settings

Guest Network

) !’

loT Network
WPS
Internet Connection

Network Optimization Select Clients

Advanced

& @ & @0

Add by MAC Address

¢
Zam
B

Cancel

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



QoS

QoS (Quality of Service) allows you to prioritize specific devices. Devices set as high priority will run smoothly even when the network is crowded.

1.Go to More > QoS 2. Enable QoS. 3. Set the total bandwidth 4. Add high priority devices.
provided by your ISP.

11:00 .- 9:51 T
= X i eioes
X Set Total Bandwidth X Select D vl
More QoS
Ensure that you've entered the exact download and upload Salect evlces a5 Migkni =
s i S e ) Select devices as high priority devices,
b ovided by your ISP {Iriarm, ioe =
Q) Search for a feature ! Srirdth hat b too bow o Righ miy
a C L 4115 .. T BENCE. ) [:J Mypmne m =
YYou can get the total bandwidth from your ISP, z 06-14-10-90-76-98
D Dawnload Bandyidth
[] Te2 <
Mbs D2-AB-38-E2-78-1E
Q Upieatd Bandwidih
= Wi-Fi Settings ) Mbips
[ T} "Urk
&) Guest Net QoS [(Quality of Service} allows you to pnotize
specific devices for a set duration. Devices set as
@ 6T Ne K high prigrity will run smoothly even when the
- netwark is crowded
& wes
£%  Internet Connection
@ Network Optimization
£F  Advanced
. Enable QoS
-
————————— ———————— ———————— —————

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 40



Change Wi-Fi Settings

You can change the network name and password of your main network at any time and share the network easily with family and friends.

1. Go to More > Wi-Fi Settings. 2. Change Wi-Fi network name, password and security. 3. Tap Advanced for advanced
Wi-Fi settings.

11:00 ol F .- 3:08 ol FE 9:50 ull ¥ . 319 ol aG .
= (4 e (4 Security < Advanced
More Wi-Fi Settings \ -
WPAZ ~ ] Band 2.4 GHz and 5 GHz
€ Search for a feature
~ Deco WPA/WPA2 Channel Width for 5 GHz 160 MHz
[ I
Deco Lab @ Reports 6 WPRAS
il Hide this network from Wi-Fi lists.
=1 — It is recarmendad to set 8 password tsing & cambination WEAZ/WPA3 Persanal Wh Hied, you will need to masuslly enter the SSIC
QoS e of hetters, numbers, and symbiols 3 this petwork, s [ts WPS
None
Security WPA2 WPKZ-PSK [AES
% Wi-Fi Settings )
Advanced
&, Guest Network
"y Share Wi-Fi
@ loT Network El Syt
& wes
£%  Internet Connection
@ Network Optimization
£F  Advanced
H

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



4. Select a preferred band to be
enabled in this network.

2:50 T -
2.4 GHz and 5 GHz

2.4 GHz Only

5 GHz Only

5. Select a preferred channel

width for 5 GHz network.

2:50 ull ¥ .

£ Channel Width for 5 GHz

160 MHz

Provides better Wi-Fi performance.

80 MHz

6. Enable to hide this network

from Wi-Fi list.
9:50 e -
£ Channel Width for 5 GHz
160 MHz

Provides better Wi-Fi performance.

80 MHz

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Create a Guest Network

You can create and share a separate network for guests to guarantee the security and privacy of your main network.

1. Go to More > Guest Network. 2. Turn on Guest Network. 3. Set a Wi-Fi network name, 4. Tap Duration to set how long

password and security.

the Guest Network works
before it automatically turns
off.

11:00 ol F .- am ol = . am ol = . 32 ol = .
= 4 4 Save 4 Duration
More Guest Network Guest Network "
our
€ Search for a feature
Guest Network Guest Network o 4 hours v
24 hours
Deco WiFi 1.7_Guest
Always
& SetaPassword

= Wi-Fi Settings

&, Guest Network

@ 10T Network

& wes

% Internet Connection
@ Network Optimization

£F  Advanced

Security

Select this option will leave your wireless unsecura.

Duration

Advanced

" Share Guest Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.




5. Configure advanced settings.

Band: Select a preferred band to be enabled in this network.

Bandwidth Control: Enable it and set a download and upload bandwidth for your network.

32 wl F - 32 wl F - 32 wl F - 32 wl F -

< Advanced < Band < Channel Width for 5 GHz < Bandwidth Control Done
Band 24 GHz and 5 GHz 180 MHz Bandwidth Contral
Provides better Wi-Fi performance. -
Channel Width for 5§ GHz { 2.4 GHz Only 80 MMz
100 Mbps
Bandwidth Control 5 GHz Only

100 Mbps

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Channel Width for 5 GHz: Select a preferred channel width for 5 GHz network. The higher one provides better Wi-Fi performance.
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Create a loT Network

Create a dedicated and wireless network to manage all your |oT devices, such as smart lights and camers.

1.Go to More > loT Network.,

1:00 ul ¥ .-

More

€ Search for a feature

= Wi-Fi Settings

&, Guest Network

@ loT Network

@ wes
%7 Internet Connection
@ Network Optimization

£F  Advanced

2. Turmon loT Network. Set a Wi-
Fi network name and password

for this network.

323
¢
loT Network

laT Network

ed)

Matwork Nama (SSI0)

Deco WiFi 1.7_loT

f ledtess, numbers, and symboks

Security

Bands

Itis recommiented (o sal b pasdword using o coribi

T

WPAIWPAZ

2.4 GHz Only

3. Select a preferred security
method for this network.

323 T
(4 Security
WPAZ
WPA/WPAZ v
None
WRAZ-PEK [AES] « WPA-PSK [TKIP]

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

4. Select a preferred band to be

enabled in this network.

323 T
< Band
24 GHz and 5 GHz
2.4 GHz Only v'
Cnly the setected bands will be anabled fn this netwark
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WPS

WPS (Wi-Fi Protected Setup) helps you to quickly and securely connect a client to the network with a tap without entering any password.

1. Go to More > WPS, 2. Tap the WPS icon on Deco app
and then on your client.

€ Search for a feature

= Wi-Fi Settings

&, Guest Network

@ loT Network

© wes

%7 Internet Connection
@ Network Optimization

£F  Advanced

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

11:00 ull ¥ .- 329 T
= < WPS
More Easily connect a client to the network by turning

on WPS for a nearby Deco and then for the client.
. Living Room i @
Cnline
Bedroom @
Qe
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Change Internet Settings

You can change internet settings if needed.

1. Go to More > Internet 2. Tap [Pv4 for IPv4 settings. 3. Tap IPv6 for IPV6 settings. 4. Tap Firewall Rules to add rules

Connection. if you want to allow specific
devices to access specific
services.

11:00 ol F .- 33 ol F . 12:27 4 Fa 12:27 4 e 0
— < Internet Connection 4 Internet Connection 4 Firewall Rules +
More Pu4 1PyS Pud IPv6
G Search for & feature

Ignore Ping fram WAN O 1Pve o
o cm“m"an IPVB Conmh“
i Internet Connection Type hiernet Connection Type
ol Dynamic IP Dynamic IP
1P Adiress 1P Address
10.0.015
= Wi-Fi Settings Subnat Mask c
255.255.255.0 N
&, Guest Network ik G Acld IPVE Firewall ‘_\Tlll??‘ to allow specific
EiEjil LEaway o — devices {0 acoess the specified services,
10.0.01 Secondary DNS
@ loT Network
Primary DNS
10.0.01
WPS
B Socondary DM LAN
5 Internet Connection Address pirefix
To canfigore the Pvd settings, connect your device o the
@ Nstwork Optin‘ﬂzation Bacs Wi-F netwerk firgt ang then reopen the Deco anp.
IP Address
£+ Advanced FE80:1E61:BAFFFEOAB470/64 —
s Add Firewall Rule
e Firewall Rules

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Network Optimization

Network Optimization analyzes the quality of the Deco wireless network by scanning the interference signals in the environment and improves your

wireless experience by optimizing the Deco network's channel.

1. Go to More > Network
Optimization.

1:00 ul ¥ .-

More

€ Search for a feature

= Wi-Fi Settings
&, Guest Network
@ loT Network

© wes

%7 Internet Connection

@ Network Optimization

£F  Advanced

2. Tap Scan to detect network

security and performance.

Network Optimization

3. Optimize the network if
needed.

337 ull ¥ W

Some freg

fagree of chi

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Create Static Routes

Static routing is a form of routing that is configured manually by a network administrator or a user by adding entries into a routing table. The manually-

configured routing information guides the router in forwarding data packets to the specific destination.

1. Go to More > Advanced> Static Routing, and tap Add Static Route.

1:00

More

€ Search for a feature

Deco Lab Q Reports

= Wi-Fi Settings

&, Guest Network

@ IoT Network

© wes

5 Internet Connection

@) Network Optimization

£F  Advanced

.-

1:00

& Advanced

Operation Mode

.-

Static Routing

IPTV/VLAN

MAC Clone

DDNS

LAN IP

DHCP Server

Address Reservation

VPN Server

VPN Client

Fast Roaming

Beamforming

NAT Forwarding

Disabled

DHeabled

Dizablad

Disabiec

Enabied

309 T
(4 Static Routing —+
Static routa is used to predeterming & fixed route
for network pack: 1ar a specifichast or

nelwork

Add Static Route

System Routes

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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2. Fillin the necessary information. 3. After you save the settings, if

L. . . : the entry you have set appear
Description: Specify a description for the routing entry. on the screen. the static

Network Destination: The network destination is the address of the routing is set successfully.

network of host that you want to assign to a static route.

Subnet Mask: The Subnet Mask divides the network portion and the
host portion of an IP address.

Default Gateway: This is the IP address of the default gateway device
that allowing for the contact between the router and the network or

host.
Interface: Select the interface to specify the type of the network
destination.

3:09 T . 3:09 T -, 310 ul v .

* Add Static Route { Interface < e Rowting +
Static Route 1
WAN
Static Route 1

Matwork Destination
Subnet Mask
Default Gateway
Interface

LAN

Interface

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Set Up VPN Server/Client

Use Open VPN, PPTP VPN, or L2TP/IPSec VPN to access your home network, and use VPN Client to access a remote VPN server.

Use OpenVPN to Access Your Home Network
OpenVPN Server is used to create an OpenVPN connection for remote devices to access your home network.

To use the VPN feature, you need to enable OpenVPN Server on your Deco router, and install and run VPN client software on remote devices. Please
follow the steps below to set up an OpenVPN connection.

1. Go to More > Advanced > VPN Server. 2. Tap Add VPN Server and select OpenVEN,

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

11:00 .- 11:00 .- 4:49 T
= < Advanced 74 VPN Server 4
Operation Mode Wi-Fi Router >
More
@} Search for & feature - . .
Static Routing
Deuo Lab IPTV/VLAN Disabled
MAC Clone Dlsabled >
Block List 'l qos
DDNS Disabied .
-
- =
= Wi-Fi Settings LAN IP
VPN Server allows remote devices fo access
=;. Guest Network DHCP Server your home network |I|;|‘L.:?r{::tlreu way through the
@ 1oT Network Address Reservation
Add VPN Server
a e Server Select VPN Type
5 Internet Connection - OpenVPN
Network Optimization ’
® J Fast Roaming Disabled
4 Advanced
Beamforming Enabied
-n
o NAT Forwarding
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3. Enter the necessary information and save the settings.

Description: Enter a name for this OpenVPN.

Service Type: Select the service type (

VPN Port: Enter a VPN service port to which a VPN device connect, and the port number should be between 1024 and 65535.

VPN Subnet/Netmask: Enter the range of IP addresses that can be leased to the device by the OpenVPN server.

Client Access: Select your client access type. Select
if you also want the remote device to access internet through the VPN server.

5113

X

Description

Service Type

VPN Port

VPN Subnet

Metmask

Client Access

5114

upp

TCP

) for OpenVPN.

Service Type

T

if you only want the remote device to access your home network. Select

5115

{ Client Access

Internet and Home Network

Home Network Only

T

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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4. Tap the VPN you have saved and tap to save the
OpenVPN configuration file which will be used by the remote device to
access your router.

5:15 HUECE ] 5:23 ull F .
VPN Server
< + b4 Edit Server
VPN Server Address A
Service Type
VPN Paort 1025
VPN Subnet 172.31.531
CperVPN
MNetmask 266.255.255.0
Client Access
Delete
gliwlejrltliylullijolp

123 @ space next
éb Y

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

5. Now you need to configure OpenVPN connection on your remote
device.

(1) Visit to download the
OpenVPN software, and install it on your device where you want to run
the OpenVPN client utility.

A Note: You need to install the OpenVPN client utility on each device that you plan to apply the
VPN function to access your Deco router. Mobile devices should download a third-party app from
Google Play or Apple App Store.
(2) After the installation, copy the file exported from your router to
the OpenVPN client utility's “config"” folder (for example,

on Windows). The path depends on where the
OpenVPN client utility is installed.

(3) Run the OpenVPN client utility and connect it to OpenVPN Server.
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https://openvpn.net/community-downloads/

Use PPTP VPN to Access Your Home Network
PPTP VPN Server is used to create a PPTP VPN connection for remote devices to access your home network.
To use the VPN feature, you need to set up PPTP VPN Server on your Deco router, and configure the PPTP connection on remote devices.

Please follow the steps below to set up a PPTP VPN connection.

1. Go to More > Advanced > VPN Server. 2. Tap Add VPN Server and select PPTE,

11:00 .- 11:00 .- 4.49 T
= 4 Advanced 4 VPN Server +
Operation Mode Wi-Fi Router >
More
C Search for & feature . .
Static Routing
Deco Lab Sanee B IPTV/VLAN Disabled
MAC Clone Dlsabled >
<
Block List QoS
DDNS Disabled > ’ Y—
=
= Wi-Fi Settings LAN IP
VBN Server allows remote devices 1o access
a. Guest Network . DHCP Server your home network rIT‘L.:?ﬁ:lL:lred way through the
@ 1oT Network > Address Reservation
a i Add VP Server
St VENT
/ VPN Server Ecipoil i T e
5 Internet Connection OpenVPN

/ VPN Client

Network Optimization ¥

® p:_/ Fast Roaming Disabied
-u Advanced 3

Beamforming Enabled

NAT Forwarding

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



3. Enter the necessary information and save the settings.

Description: Enter a name for this VPN.

* Client IP Address: Enter the range of IP addresses (up to 10) that can be leased to the devices by the PPTP VPN server.
* Allow NetBIOS passthrough: Enable it to allow your VPN device to access your Samba server using NetBIOS name.

* Allow unencrypted connections: Enable it to allow unencrypted connections to your VPN server.

* Account List: Add the PPTP VPN connection account (user name and password) for the remote device. You can create up to 16 accounts.

4:52 nlF . 4:54 nll = ) 4:55 ull = . 4:55 wl F .
b4 Add PPTP VPN » Client IP Address » Account List -+ b4 Add Account
Description

Client IP Address

Allow NetBIOS passthrough

Allow unencrypted connections

Account List

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

55



4. Now you need to configure PPTP VPN on your remote device. The remote device can use the Windows built-in PPTP software or a third-party PPTP

software to connect to PPTP Server. Here we use the Windows built-in PPTP software as an example.

(1) Go to Start > Control Panel > Network and Internet > Network and (2) Select Connect to a workplace and click Next,
Sharing Center and select Set up a new connection or network.

o 2 i
3  E Metwork and Shating Cer

]
el )

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

For quick access, plare your boakmarks here on the hookmarks bar, '\_JI @I Set Up a Con nection or Network
@C)-| e N T e TSy S ] ¥ || Search Contel_
Control B2 Home : : 1 : : o Choose a connection option
View your basic network information and set up connections
Change sdsples sefings Iﬁb‘ m 0 Seefull mag
C:":I:g: shanced samg WINT-PC Hetwork Irternet
setting (This commden) Connect to theInternet ) )
Viewryotir active neborks o (R SO Set up a wireless, broadband, or dial-up connection to the Internet
Lb Hetwork Pebeiilpe | e 4 Set up a new network
= Wark netwark Connections: [ Local Area Connection <ag Configure a new router or access point
Change your netwerking sectings ‘ Connect to a workplace
i St up 3 new connectinn or netwnrk Set up a dial-up or VPN connection to your workplace.
—— up & wirgless, Broadband, dial-up, ad hod, or VER connechon; or set up 3 router O access point.
y = 5etup a dial-up connection
PRI o ) ’ f hq‘ Connect to theInternet using a dial-up connection,
Connect of reconnect to @ wirgless, wired, dial-up, or VPN network connection.
Chaase hamegroup 2nd sharing options
Aecess files and printers located on other network computers, or change sharing settings.
Ser alsn
R 3] Troshieshoot problerms
e T Disgnose and repair network problems, of get traubleshooting information.
Tnternet Jptions
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(3) Select Use my Internet connection (VPN). (4) Enter the internet IP address of the router in the Internet address field.
Click Next.

==
@ Pm Connect to a Workplace @ [;15 Connect to a Workplace

How do you want to connect? Type the Internet address to connect 1o

= Use my Internst connection (VPN)

Your network administrator can give you this address,
Connect using a virtual private network (VPN]) connection through the Internet.

Internet address: 21818173
%k! q l:% Destination name: VPN Connection
= | \.)

2 Dial directly [ Use a smart card
Connect directly to a phone number without going through the Internet.

'._‘._ii' [] Allow other people to use this connection
— == This option allows anyone with access to this computer to use this connection.
A
| — &
&

[7] Don't connect now; just set it up so I can connect later
What isa VPN connection?

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(5) Enter the User name and Password you have set for the PPTP VPN

server on your router, and click Connect.

@ [;Ig Connect to a Workplace

Type your user name and password

User name:

Password: i

[ Show characters
[] Remernber this password

Domain (optional):

| Connect 3[ Cancel

(6) Click Connect Now when the VPN connection is ready to use.

) L:g Connect to a Workplace

The connection is ready to use

A

2 Connect now

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Close

58



Use L2TP/IPSec VPN to Access Your Home Network

L2TP/IPSec VPN Server is used to create a L2TP/IPSec VPN connection for remote devices to access your home network.

To use the VPN feature, you need to set up L2TF/IPSec VPN Server on your Deco router, and configure the L2TF/IPSec connection on remote devices.

Please follow the steps below to set up the L2TP/IPSec VPN connection.

1.Goto > >
11:00 il ¥ .
More
> Wi-Fi Settings

Y Guest Network

¥ loT Network

WPS

= Interpet Connection

3 Network Optimization

11:00 il = -

< Advanced

Operation Mode

Static Routing
IFTWYVLAMN
MAC Clone

DDNS

LAN IP
DHCP Server

Address Reservation

VPN Server
VPN Client
Fast Roaming
Beamforming

NAT Forwarding

2. Tap

4:49

and select
T 4:49 T
VPN Server -+ L4 VPN Server -+

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 59



3. Enter the necessary information and save the settings.

Description: Enter a name for this VPN.

Client IP Address: Enter the range of IP addresses (up to 10) that can be leased to the devices by the L2TF/IPSec VPN server.

IPSec Encryption/ IPSec Pre-Shared Key: Keep IPSec Encryption as Encrypted and create an IPSec Pre-Shared Key.

Account List: Add the L2TP/IPSec VPN connection account (user name and password) for the remote device. You can create up to 16 accounts.

5:16 Ml . 5:27 nl F . 4:55 e . 4:55 T .
b4 Add L2TP{IPSec VPN b4 IPSec Pre-Shared Key » Account List -+ b4 Add Account
Description

Client IP Address

IPSec Encryption

IPSec Pre-Shared Key

Account List

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



4. Now you need to configure L2TP/IPSec on your remote device. The remote device can use the Windows or Mac OS built-in L2TP/IPSec software or a
third-party L2TP/IPSec software to connect to L2TP/IPSec Server. Here we use the Windows built-in L2TP/IPSec software as an example.

(1) Go to Start > Control Panel > Network and Internet > Network and (2) Select Connect to a workplace and click Next,
Sharing Center and select Set up a new connection or network.

i =
A &% Network and Sharing Cerni « |
For quick access, place your bookmarks here on the bookmarks bar, '\..) @' Cet U-p a Connection or Metwork
@'Q.|Lt ool ek Nk il eboiagt v ks st iy Cnier Ve STt
[7] < <
Control Banel Hy " : . - .
bkt View your basic network information and set up connections Choose a conneclion gptan
Change sdeptes settings 55&' b : 0 Seefull maz
Change advanced sharing
_ WINT-PC Hetwork Internes
settings (This commden) o Connect tq the Internet ) )
Virwryoriy ek ebinuibs Connerh oy e armset Set up a wireless, broadband, or dial-up connection to the Internet
l} Hetwork Accesstyps  Intemet I%. Set up a new network
=3 Wark network Connections: § Local Area Connection

e, Configure a new router or access point

Change yaur nebworking settings

’ Connect to a workplace
i Setup anewconnection or network Set up a dial-up or VPN connection to your workplace.
-

Sl up 2 wireless, broadband, dial-up, ad hoc, o VEM connection; of set ug 3 router of acCess point.

= Setup a dial-up connection
Connactta 2 netwnrk < We et g i : st
i . 4 Connect to theInternet using a dial-up connection,
Connect of reconnect to @ wirgless, wired, dial-up, or VPN network connection. -
Chasse homegroup and sharing options

Aecess files and printers located on other network computers, or change sharing settings.

Sl

[ Trobleshoot problems

T Disgnose and repair network problems, of get traubleshooting information.

HomeGraup
Tnternet Jptions

Windows Firewall

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(3) Select Use my Internet connection (VPN). (4) Enter the internet IP address of the router in the Internet address field.

Select Don't connect now; just set it up so | can connect later. Then click
Next.

@ P-IB Connect to a Workplace @ [;Ia Connect to a Workplace

How do you want to connect? Type the Internet address to connect 1o

= Use my Internst connection (VPN)

Your network administrator can give you this address,
Connect using a virtual private network (VPN]) connection through the Internet.

Internet address: 218181.73
’.k} VR q - L‘b DechstiSH Rar VPN Connection
& o

2 Dial directly [ Use a smart card
Connect directly to a phone number without going through the Internet.

'E;' [] Allow other people to use this connection
— == This option allows anyone with access to this computer to use this connection.
i | t
¢ -I -

[¥#] Don't connect now; just set it up so I can connect later
What isa VPN connection?

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(5) Enter the User name and Password you have set for the L2TP/IPSec

VPN server on your router, and click Connect.

@ L:E Connect to a Workplace

Type your user name and password

User name:

Password: i

[ Show characters
[] Remernber this password

Domain (optional):

| Connect i[ Cancel

(6) Click Close when the VPN connection is ready to use.

) L:l] Connect to a Workplace

The connection is ready to use

A

2 Connect now

Close

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(7) Go to Network and Sharing Center and click Change Adapter (8) Find the VPN connection you created, then double-click it.
Settings.

A  &f Metwork and Sharing Ceri «
Far quick access, place your bookmarks here on the hookmarks bar, * ¢ Network andL. » MNetwork Connections » - | 4y | | Search Network Connections el
| @[5 + ControiPanel + Network snd bntermet + Hebwork and Sharing Cent : = > < 7 : g
6U'|s Pl s i debadlityic il Organize » Start thiz connection Renamethiz connection  » | g
Control Paned Home " " . - . - - - =
View your basic network information and set up connections ! I | Local Area Connection ! IEI VPN Connection
> - ik = sec.coftetherco,] Disconnected
Change sdeptes settings | i Seefull mag ., Sec=0 JP ;- i
I e ’k‘ m @‘ TntelF) PROS000 WT Metwork €. WAN Miniport
=mai:gz * i % WINT-PC Hetwork Internes
] (This computer)
View your active nebworks Connert or chsconnect
= Hetwork Bccess bype Intemet
Werk network C B Local Areat
Change your nebworking settings
i Setup o new connection or network
=~ s up & wirgless, broadband, dial-up, ad hod, or VER connechon; or set ug 3 router O access point.
'§; Cannzctto 2 network
Connect of reconnect to @ wirgless, wired, dial-up, or VPN network connection.
@ Choase homegroup and sharing options
Aecess files and printers located on other network computers, or change sharing settings.
See alsn
Trowatyle: t probilerm
Horsebind - Mol s -
Diagnoce and repair network problems, of get troubleshooting information.
Tnternet Jptions
Windows Firewall

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



(10) Switch to the Security tab, select Layer 2 Tunneling Protocol with

(9) Enter the Username and Password you have set for the L2TP/IPSec
IPsec (L2TP/IPSec) and click Advanced settings.

VPN server on your router, and click Properties.

E

T s =3 — e Er—r ks —
& Connect VPN Connection =5 = VPN Connection Properties ]
[ General | Options | Security | Networking | Sharing|
Type of WPM:
[ Layer 2 Tunneling Protocal with IPsec (L2TP/IPSec) |
Advanced settings
Data encryption:
[Hequire_ encryption (disconnect if server declines) v]
Authertication

() Use Extensible Authentication Pratocol (EAP)

User name: = ﬁ'[c-nemes :
Password: @ Alow these protocols
Diomain;

[ Unencrypted password (PAP)

[¥] Challenge Handshake Authertication Protocol (CHAF)
Microsoft CHAP Version 2 (MS-CHAF v2)

@ Me only
[ Automatically use my Windows logon name and
password (and domain, if any)

Sawe this user name and password for the following users:

I.E',y Anyone who uses this computer

(oo ] [ Gareel ] [papotes | [t | —

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



(11) Select Use preshared key for authentication and enter the IPSec (12) Switch to the Security tab, select Layer 2 Tunneling Protocol with
Pre-Shared Key you have set for the L2TP/IPSec VPN server on your IPsec (L2TP/IPSec) and click Advanced settings.
router. Then click OK.

o

; Advanced #Fﬂp&l‘ﬁﬁ
LITP

@) Use preshared key for authentication

Key:

(7 Use certificate for authentication

| verify the Mame and Usage atiributes of the server's certificate

| ok || coneel

Donel Click Connect to start VPN connection.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Use VPN Client to Access a Remote VPN Server

VPN Client is used to create VPN connections for devices in your home network to access a remote VPN server.

To use the VPN feature, simply configure a VPN connection and choose your desired devices on your Deco router, then these devices can access the

remote VPN server. Please follow the steps below:

1.Goto > >

11:00 il = - 11:00 il = -

< Advanced

Operation Mode
More

Static Routing
IFTWYVLAMN
MAC Clone

DDNS

* Wi-Fi Settings LANIP

Y Guest Network

loT Network

WPS

= Interpet Connection

Network Optimization

J+  Advanced

DHCP Server

Address Reservation

VPN Server

VPN Client

Fast Roaming

Beamfarming

NAT Forwarding

2. Enable

5:23

VPN Client

VPN Client

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

and tap

Ml F .
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3. Select a VPN Type and enter the VPN information provided by your VPN provider and save the settings.

OpenVPN: Enter the VPN username and password if required by your VPN provider, otherwise simply leave them empty. Then import the
configuration file provided by your VPN provider.

PPTP: Enter the VPN server address and the VPN username and password provided by your VPN provider.

L2TP/IPSec: Enter the VPN server address, VPN username and password, and IPSec pre-shared key provided by your VPN provider.

5:24 T - 5:24 T 5:26 T 5:27 T
L4 VPN Client
b4 Add OpenVPN b4 Add PPTP Server b4 Add L2TP/IPSec Server
VPN Client @
Description Description Description
Username VPN Server VPN Server
| VPN =
Password Username Username
. Password Password
Config File

Encryption IPSec Pre-Shared Key

68
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4. Tap and + to add devices that will use the VPN function
9:34 il = B 9:37 il = B 9:36 e T
< VPN Client < Client List -+ % e Datics
VPN Client ® phone
- phone

PPTP

Access Permission

Client List

Done! Now the devices you specified can access the VPN server you enabled.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

5.Tap to
allow all devices connected
to your Deco to use the VPN
function or only allow devices
on the Client List to use VPN
function.

9:38 ull & B

< Access Permission

All Clients

Client List



Configure Connection Alerts

You can configure Connection Alerts so you can get alerts when new devices connect to your network or when the devices you care about go online

or offline.

Go to More > Connection Alerts to enable notifications of new or known clients.

11:00 .- 12:30 7 Fa 13:24 = - 13:24

== More < Connection Alerts 4 New Device Alerts < Connection Alerts
@, Search for a feature

New Device Alerts New Device Alerts O Known Device Alerts
= WIi-Fi Settings Push Motifications

2, Guest Network Known Device Alerts Off aul f
@ 10T Network

B wps

g
Sir

Internet Connection

@

MNetwork Optimization

= -

£} Advanced I

B Connection Alerts

@ Managers
8 LED Contral

§F  System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

2

[4 Create Alert

Online

Offline

Online and Cffline

Push Notifications
atificatio nabiled ¥
alerts in the Notifications bar

Email Alerts

e

Get alarts when this device aoes onlineloffiine
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Control the Light on Decos

You can turn on or off the light on your Decos immediately or at specific period.

Go to More > LED Control to turn on or off the light on your Decos or specify a period during which the light will go off.

11:00 .- 12329 T

— More 4 LED Control Save
@ Search for a feature

LED

q)

‘Wi-Fi Settings

2 Guest Network LED Off Time O
@ 1T Network

From 22:00

B wps
To 07:00 (Next Day)
&5 Internet Connection

@ Metwork Optimization

£ Advanced

B Connection Alerts

@ Managers

B LED Control

§F  System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Upgrade Your Deco

TP-Link is dedicated to improving product features and providing a better customer experience. An up-to-date firmware provides better and more
stable network performance. Always update your Deco to the latest firmware version when prompted in the Deco app.

1. Go to More > System > Update Deco. 2. Download and install the latest 3. All Decos in your network will
firmware (if any). be updated.
11:00 ol ¥ . 4:07 ull T 4:07 ul F 4:1 il ac B
= More < System < Update Deco 4 Update Deco
Q@ Search for a feature

Update Deco
= Wi-Fi Settings

Reboot Deco Firmware update available for Deco, Your Deco Home Wi-Fi System is currently up-to-

date. Enjoy!

&, Guest Network

Reboot Schedule Deco
@  1aT Network ’ P

Bedroom, Living Room
& wps Bedroom, Living Room
£ Interriet Connection
@ Network Optimization -
Mew FeaturesfEnhancements:

£ Advanced
A Connection Alerts
. Managers
B LED Contral
¢ System Bug fixes:

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 72



Reboot Your Deco

Reboot your Deco at any time when needed.

1. Go to More > System > Reboot Deco.

11:00
= More

@ Search for a feature
= Wi-Fi Settings
&, Guest Network
@ 10T Network
& wes
£ Internet Connection
@ Network Optimization

£ Advanced

B Connection Alerts
as Managers
B LED Control

§F  System

ll ¥ .- 4:07
< System
Update Deco
Reboot Deco

Reboot Schedule

2. Select the Deco you need to reboot and tap Reboot. You will lose your

internet connection temporarily during the reboot.

ull T B> 413 ull B>
(4 Select Deco

Deselect All

= | ving Room 10
Q L G_!

—
@ g O

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Reboot Schedule

With Reboot Schedule, you can set when and how often the Deco reboots regularly, which may improve the network stability.

1. Go to More > System > Reboot Schedule. 2. Enable Reboot Schedule and set when and how often to reboot the
Deco regularly.

11:00 ol ¥ . 4:07 ull T 318 wll ¥ & 318 wll .
= More < System < Reboot Schedule Save < Repeat
Q@ Search for a feature
Update Deco Reboot Schedule () Every Day v
= Wi-Fi Settings
Reboot Deco Every Week
Repeat Evary Manday
&, Guest Network
Reboot Schedule
Reboot Time 03:00 AM
@ 10T Network
B wes
4% Internet Connection <
o 3 00 AM

@ Network Optimization

£ Advanced

B Connection Alerts
as Managers
B LED Control

§F  System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Control Your Deco with Alexa

Alexa Integration allows you to control your Deco using Amazon's Alexa voice service. You can control and customize your home network by giving
simple voice commands to Alexa, such as enabling the Guest Network, turning off your Deco LEDs, and more.

Follow the steps below to use Alexa voice commands to control your Deco network.

M Note: This feature is currently available in English (US), English (UK), German and Japanese.

In the Deco app, tap = and go to Link Account > Alexa > TP-Link Router Skill, then follow the app instructions to complete the setup.

10:58 T - 10:68 08:37 - 08:37 -
i < < Alexa
Link Account
TP-Link Router Skill
l -. — Control Deco using your voice.
el . IFTTT
View Account
O Alexa

Deco WiFi 1.7
@ Everything looks good) Owmiar

126 kpps .0' Google Assistant
) HomeShield Pro
:=. ';I: - -y
L 1 ¢o* Link Account
Living Room Baam
% Suppart Center
Online Clients (1) 'F:} App Settings

&5 1 Online Clients

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Enable App Notifications

You can enable notifications of what you care most.

Goto = > App Settings > Notifications to enable notifications.

s ull = .

Living Room

Online Clients (1)

&5 1 Online Clients

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

10:58

|
View Account

Deco WiFi 1.7

) HomeShield Pro
¢ Link Account
% Suppart Center

—1}  App Settings

Etp-fink.com

13:30

<
App Settings
Motifications

About

13:30 >
4 Notifications Save
Motifications Enabled

Firmware Updates

Al Network

Monthly Reports

All Networks

«©
i «©
O
| @)

Device Alerts

All Networks

erisiDevice low battery, smoke, carbon
afje aldErms

Promotional Messages

76



Advanced Features

The Deco app offers a list of advanced features to fulfill diverse network needs.

@ Tip: You can use the search box on the More page to quickly find the features you need.

Tap More > Advanced to access advanced features. Change the operation mode. Enable IPTV/VLAN mode to
W Note: Features available on this page are based on the current operation mode of the network. support IPTV services.

1:00 o F - 11:00 o F - 12:28 4 T 12:28 4 T
= < Advanced < Operation Mode ly < IPTVIVLAN Save
More Operation Mode Wi-Fi Router

T e Wi-Fi Router > IPTV/VLAN [ @)

Static Routing
i ISP Profile
e o Amarica-CenturyLink Fiber
. MAC Clone Disabled L
e R Internet VLAN 1D 201
= Wi-Fi Settings LAM IP Access Point Internet VLAN Priority
&, Guest Network DHCP Server
@ loT Network Address Reservation
@ wes VPN Server
£ Internet Connection <
VPN Client
@ Network Optimization ) .
Fast Roaming Disabled
B Ml Beamforming Enabled
&= NAT Forwarding

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



@ Tip: You can use the search box on the

Enable MAC Clone if your ISP only
allows specific MAC addresses.

12:20 7

L4 MAC Clone

MAC Clone

Use Client MAC Address

Use Custom MAC Address

9C-5A-81-A6-DA-156

el ]

Save

page to quickly find the features you need.

Register a TP-Link DDNS domain
name to access your Decos and
local resources over the internet.

4:20 ol ¥ B

< DDNS

DDNS

TP-Link

Modify LAN IP to avoid IP
address conflict.

12:20 7 an

4 LANIP

LAN IP 192.168.68.1

Subnet Mask

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Change DHCP Server settings.

12:20 7 ol ]
L4 DHCP Server
Start IP 192.168.68.50
End IP 192.168.71.250

Default Gateway

Primary DNS (Optional)

Secondary DNS (Optional)
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@ Tip: You can use the search box on the

Reserve IP addresses for specific
devices to recognize and
manage them more easily.

12:20 7 =n

£ Address Reservation +

page to quickly find the features you need.

Enable Fast Roaming to further
reduce roaming delays for your
wireless devices.

12:20 7 =n

L4 Fast Roaming

Fast Roaming

Enable Beamforming to
concentrate Wi-Fi signal towards
connected devices for stronger
connections.

12:20 7 =n

L4 Beamforming

Beamforming

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Set up port forwarding rules to
enable devices in your network
accessible over the internet with
safety.

12:30 7 =n

£ Port Forwarding +
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@ Tip: You can use the search box on the page to quickly find the features you need.

Enable SIP ALG to communicate Enable UPNP to allow your local
with SIP (Session Initiation network to dynamically open
Protocol) servers via NAT. ports for applications like gaming.
19:35 +F 19:35 +F
< SIP ALG 4 UPNP
SIP ALG W UPNP

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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